Hudng dan cap nhat firmware DGX H100/H200

Chuong 5. Cac bude cap nhat chuong trinh co sé

Durng moi hoat dong khong can thiét ciia hé théng trwde khi ban bét dau cap nhat chuong trinh co so.
Dung moi hoat dong ciia GPU, bao gém cd viéc chay lénh nvidia-smi. Hoat dong cua GPU va viéc chay
1énh c6 thé ngan chdn viéc cap nhat VBIOS.

Khong thém tai bd sung vao hé théng, chflng han nhu tac vu ngudi dung, chan doan hoac dich vu giam sat,
trong khi qu4 trinh cip nhat dang din ra. Khdi lugng cong viée 16n ¢6 thé 1am gian doan qud trinh cap nhat
chuong trinh co s va khién mot thanh phan khong st dung duoc.

Khi ban bat dau cap nhat chuong trinh co so, phan mém cap nhat s& hd'troxac dinh trang thai hoat
dong cia h¢ théng DGX va dua ra canh bao néu phat hién muirc 4§ hoat dong vuot qua ngudng da xac
dinh trudce. Néu ban gap canh bao nay, hay thuc hién cac bién phap gidm tai trude khi tiép tuc cap nhat
chuong trinh co s¢.

Tdc d6 quat co thé ting trong qua trinh cap nhat firmware BMC: Sy gia ting toc d6 nay 1a mot phan binh
thudng cua qué trinh cap nhat firmware BMC.

Néu ban dy dinh nang cép tir phién ban 1.0.0 (BME23:05.11) hodc 1.1.1 (BMC 23.09.20) 1én phién ban
24.09.1 (BMC 24.09.17), tru6i tién ban phai nang cap 1én phién ban 1.1.3 (BMC 24.01.05) va sau d6 1én
phién ban 24.09.1 dé bao gdm tit ¢a cae thay. doi bao mét quan trong. Néu ban ning cAp trc tiép tir phién
ban 1.0.0 hodc 1.1.1 1én phién'ban 24.09.1, ban phai khoi phuc cai dat gbe dé khoi phuc cai dat mic dinh.

Viéc cap nhat firmware cho ¢4¢ thanh phan khay bo mach chui va céc thanh phan khay GPU mét khoang 90
phut. Viéc cap nhat firmwate cho cac thiét bi ConnectX-7 mat khoang 30 phut.

Xem cac phién ban da cai dat so voi phan meém mdi co san.

nvfwupd --target ip=<bmc-ip-address> user=<bmc-username>
password=<bmc-password> show version -p nvfw DGX 250629.1.0.fwpkg \
nvfw HGX DGXH100-200x8 250319.1.0.fwpkg

Luu ¥: Tao thu muyc tuong tng “fw” va copy tool nvfwupd 2.0.5 (tily phién ban), cac gbi firmware can update,
cap quyeén thyc thi cho céc file. Do nvfwupd 13 tool ndm ngoai hé thong , ndm trén thu muc hién tai minh méi
copy vao nén can thém ./ vao trudc tool img dung dé goi no tai thu muc hién tai.

Vidu:

admin-dgx-02@DGX02:~/fw$ ./nvfwupd --target ip=172.16.202.192 user=admin-dgx01
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password=Nhattienchung@2025 show_version -p nvfw DGX 250629.1.0.fwpkg

nvfv HGX DGXH100-H200x8 250319.1.0.fwpkg

Trong do:

- IP BMC cuia thiét bi DGX H200: 172.16.202.192

- Acc/pass: admin-dgx01 / Nhattienchung@2025

- Tén 2 gbi firmware dé nang cap can so sanh version trudc khi thue hién:

nviw_DGX 250629.1.0.fwpkg va nvfw HGX DGXH100-H200x8 250319.1.0.fwpkg

Két qua so sanh c6 dang:
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HostBIOS 0 01.06.07 01.06.07 Yes
HostBMC 0 25.06.27 25.06.27 Yes
PCleRetimer 0 20714 20719 Yes
PCleRetimer_1 2.07.149 20719 Yes
PCleSwitch_0 0.0.7 0.0.7 Yes
PCleSwitch_1 1.0.7 1.0.7 Yes

PSU O 0204.0201.0204 0204.0201.0204 Yes
PSU 1 0204.0201.0204 0204.0201.0204 Yes
PSU 2 0204.0201.0204 0204.0201.0204 Yes
PSU 3 0204.0201.0204 0204.0201.0204 Yes
PSU 4 0204.0201.0204 0204.0201.0204 Yes
PSU & 0204.0201.0204 0204.0201.0204 Yes

System Summary

Product Name:DGXH200
Manufacturer:NVIDIA

Serial Number: 1662125000026
Uptime:up 23 minutes

MotherBoard:
BIOS Version:1.6.7
Serial Number:55507L010007430174

BMC:
Firmware Version:25.06.27
IPMI Version:2.0

HGX Management Controller:
Product Name:GPU Base board
Firmware Version:Version Unavailable

GPU:
MVIDIA Driver Version:570.124.06
Product Name:NVIDIA H200
VBIOS Version(s):96.00.00.00.03

Software:
BaseO5 Version:7.0.2
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Cap nhat BMC.

Tao mét t¢p, chéng han nhu update bme.json, voi ndi dung sau:

{
"Targets" :["-redfish-vl-UpdateService-FirmwareInventory-HostBMC 0
(*»"]

}

Chay l1énh sau dé cap nhat BMC:

nvfwupd -t ip=<bmc-ip-address> user=<bmc-username> password=<bmc-
—password> update fw \
-p nviw DGX 250629.1.0.fwpkg -y -s update bmc.json

Vidu:
admin-dgx-02@DGX02:~/fw$ ./nvfwupd --target ip=172.16.202.193 user=admin-dgx02
password=Nhattienchung@?2025 update fw -p nvfw DGX 250629.1.0.fwpkg -y -s

update _bmec.json

Khoi dong lai BMC.

$ ipmitool mc reset cold

Cho vai phut r6i xac nhan BMC d4 hoat dong tro lai.
Sir dung Shell hé thong:

$ ipmitool mc info

Ngoai ra, ban.co thé truy cap Giao dién ngudi ding web thong qua trinh duyét.
Cap nhat ¢ac thanh phan trén khay bo mach chi.
Déi vdi ban cap nhat chuong trinh co sé mot 1an, BMC s& thuc hién cap nhat chuong trinh co sé trén
tat'ca cac thanh phan trong goi dugc cung cap, vi du: nvfw DGX_xxxxxx.x.x.fwpkg, bao gom Host
BMC (néu tiy chon force update dugc chi dinh), Host BIOS, EROT, PCle Retimer, PCle Switch,
PSU, Motherboard CPLD va Midplane CPLD.

Tao mdt tép, chang han nhu mb _tray.json, voi ddu ngodc nhon trong:

{}

Cap nhat chuong trinh co s0:
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nvfwupd -t ip=<bmc-ip-address> user=<bmc-username> password=<bmc-
—password> update fw \
-p nviw DGX 250629.1.0.fwpkg -y -s mb_tray.json

Vidu:
admin-dgx-02@DGX02:~/fw$ ./nvfwupd --target ip=172.16.202.193 user=admin-dgx02
password=Nhattienchung@?2025 update fw -p nvfw DGX 250629.1.0.fwpkg -y -s
mb _tray.json

5. Cap nhat cac thanh phan trén khay GPU.

1. Tao t€p gpu_tray.json véi ndi dung sau:

{

"Targets" :["-redfish-vl-UpdateService-FirmwareInventory~-HGX 0"]

}

2. Cap nhat chuong trinh co so:

nvfwupd -t ip=<bmc-ip-address> user=<bmc-username> password=<bmc-
—password> update fw \
-p nvfw HGX DGXH100-H200x8 250319.1.0.fwpkg -y —-s gpu_tray.json

Vi du:
admin-dgx-02@DGX02:~/fw$ ./mviwupd --target ip=172.16.202.193 user=admin-dgx02
password=Nhattienchung@?2025 update fw -p nvfw HGX DGXH100-
H200x8 250319.1.0.fwpkg -y -s gpu_tray.json

Budc nay thuc hién cp nhat song song trén tat ca cac thanh phan ¢6 trong khay GPU, chang han nhu
VBIOS, NVSwitch, EROT va FPGA.
3. Xéc minh rang ban sao nén di dugc hoan thanh thanh cong bang cach tim kiém
"BackgroundCopyStatus": "Completed" trong dau ra 1énh sau:
curl -s -k -u <bmc-user>:<bmc-password> -H content-type:application~
~Jjson \

-X GET https:~-~<bmc-ip-address>-redfish-vl-Chassis~HGX ERoT BMC
~0 1 Jq

4. Thuec hién thiét 1ap lai lanh dé khoi dong lai hé théng:
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ipmitool chassis power cycle

1. Xéc nhan qua trinh cap nhat chuong trinh co s¢ da hoan tat bang cach xem lai cac phién ban da cai dat.
Sau khi h¢ thong hoat dong trd lai, hay 1dp lai 1¢nh sau d€ xac nhén toan by chuong trinh co s¢ da duoc
cap nhat:
nvfwupd --target ip=<bmc-ip-address> user=<bmc-username> password=<bmc-

—password> \

show version -p nvfw DGX 250629.1.0.fwpkg \
nvfw HGX DGXH100-H200x8 250319.1.0.fwpkg

Vi du:
admin-dgx-02@DGX02:~/fw$ ./nvfwupd --target ip=172.16.202.193 user=admin-dgx02
password=Nhattienchung@2025 show version -p nvfw DGX 250629.1.0.fwpkg
nvfiw HGX_DGXH100-H200x8 250319.1.0.fwpkg
2. Thyc hién 1énh sao chép nén cho BMC va BIOS hé théng,
1. BMC:
Ban sao nén cua yéu cau API Redfish:
curl -k -u <bmc-user>:<password> --request POST --location 'https:-~
—~<bmc-ip-address>~redfish-vl-UpdateService~Actions~Oem~
~NvidiaUpdateService.CommitImage' \
-—header 'Content-Type: application-json' \
--data '/{

"Targets": ["~redfish-vl-UpdateService-FirmwareInventory~
—~HostBMC 0"]

} |l

Vi du:

admin-dgx-02@DGX02:~/fw$ curl -k -u admin-dgx02:Nhattienchung@?2025 --request POST --
location

"https://172.16.202.193/redfish/v1/UpdateService/Actions/Oem/NvidiaUpdateService. Commitlma
ge' --header 'Content-Type: application/json' --data '{"Targets":
["/redfish/v1/UpdateService/Firmwarelnventory/HostBMC 0"]}'

Vi du phan hoi:
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"@odata.type":"#UpdateService.vl 11 0.UpdateService", "Messages": |

{
"@odata.type":"#Message.vl 0 8.Message",

"Message":"A new task ~redfish-vl-TaskService-Tasks~1 was
—~Created.",
"MessageArgs": [

"o redfish-vl-TaskService-Tasks-~1"

1,
"MessageId":"Task.1l.0.New",
"Resolution":"None",
"Severity":"OK"

by

"@odata.type":"#Message.vl 0 8.Message",
"Message":"ActivateFirmware Action is initiated.",
"MessageId":"UpdateService.l.0.StartActivateFirmware",
"Resolution":"None",

"Severity":"OK"

}
Truy van trang thai cap nhat bang ID tac vula 1, nhwduec hién thi trong phan hdi dau ra:

nvfwupd -t ip=<bmc-ip-address> user=<bmc-username> password=<bmc-—
~password> show update progress -i 1
# sb (1) 1a két qua show trudc d6, muc “~redfish-vl-TaskService-Tasks-1”

Vidu:
admin-dgx-02@DGX02:~/fw$ ./nvfwupd --target ip=172.16.202.193 user=admin-dgx02
password=Nhattienchung@2025 show update progress -i 1
Khi trang thai cho biét da hoan thanh 100%, hay tién hanh budc tiép theo.
2. SBIOS:

Bin sao nén ciia yéu cau API Redfish:

curl -k -u <bmc-user>:<password> --request POST --location 'https:-~
—~<bmc-ip-address>~redfish-vl-UpdateService~Actions~Oem~
~NvidiaUpdateService.CommitImage"' \
--header 'Content-Type: application-json' \
--data '/{
"Targets": ["~redfish-vl-UpdateService-FirmwareInventory~
~HostBIOS 0"]
b
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Vi du:

admin-dgx-02@DGX02:~/fw$ curl -k -u admin-dgx02:Nhattienchung@?2025 --request POST --
location

'https://172.16.202.193/redfish/v1/UpdateService/Actions/Oem/NvidiaUpdateService. Commitlma
ge' --header 'Content-Type: application/json' --data '{"Targets":
["/redfish/v1/UpdateService/Firmwarelnventory/HostBIOS 0"]}'

Tim ID tac vu tir phan héi, thuong 1a 2, dé truy van trang thai cap nhat:

nvfwupd -t ip=<bmc-ip-address> user=<bmc-username> password=<bmc-
~password> show update progress -i 2

admin-dgx-02@DGX02:~/fw$ ./nvfwupd --target ip=172.16.202.193.-user=admin-dgx02
password=Nhattienchung@2025 show update progress -i 2

Khi trang thai cho biét d& hoan thanh 100%, hay tién hanh budc tiép theo.
Thuec hién chu ky cip ngudn AC trén hé thdng bang.cach rut tit ca cac ngudn dién trong nam dén
sau phut dé xa dién, sau d6 két ndi lai thu cong hodc thong qua PDU bén ngoai.

Trudc khi thyc hién chu ky cép nguon A€, hay dam bao khung méay di dugc tit ngudn tir BMC.
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